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BACKGROUND OF THE INVENTION 
The present invention relates to an electronic revenue stamp 
issuing apparatus and a method thereof and a recording medium stored a 
control program thereof, in particular, in which an electronic revenue 
5 stamp attached a message is issued to certificate that a fee or a tax was 
paid. 

Description of the Related Art 

A conventional electronic revenue stamp system is described in 
a technical report "Design of electronic revenue stamp system", 1999, pp. 
10 389-394, written by A. Shimbo et al., for the 1999 symposium on 
cryptography and information security organized by the Institute of 
Electronics, Information and Communication Engineers. In this 
technical report, the electronic revenue stamp issuing apparatus provides 
a secret key for an electronic digital signature. And the electronic 
15 revenue stamp is data that a signature of the electronic revenue stamp 
issuing apparatus is attached to inputted data such as a message, an 
amount to be attached, a time & date of an applicant. 

Fig. 1 is a block diagram showing a conventional electronic 
revenue stamp issuing apparatus. Referring to Fig. 1, a conventional 
20 electronic revenue stamp issuing apparatus 200 is explained. The 
conventional revenue stamp issuing apparatus 200 controls a possible 
amount to issue data 7, and provides a judging section 1 which judges 
whether an inputted amount can be issued or not by using data from the 
possible amount to issue data 7 when an application is inputted data, an 
25 issuing section 2 which attaches a signature of the electronic revenue 



stamp issuing apparatus 200 to inputted data such as a message, an 
amount to be attached, and a time & date, and a balance amount reducing 
section 3 which reduces the amount of the issued electronic revenue 
stamp from the possible amount to issue data 7. 
5 The inputting data to this conventional electronic revenue 

stamp issuing apparatus 200 are the amount of the electronic revenue 
stamp, the message, and the time & date. The inputted data being the 
amount of the electronic revenue stamp, the message, and the time & 
date at the time of the application are outputted to the judging section 1. 
10 The judging section 1 judges whether the inputted amount of the 
q electronic revenue stamp is equal to or less than the possible amount to 
il issue data 7 or not. When the amount of the electronic revenue stamp 
applied this time is equal to or less than the possible amount to issue data 
S3 7, the inputted data are outputted to the issuing section 2. The issuing 
3 15 section 2 calculates a signature by using a secret key for signature (not 
u shown) recorded in the electronic revenue stamp issuing apparatus 200 
*t for the inputted data, and outputs data attached with the signature as an 
j5 electronic revenue stamp. When the electronic revenue stamp was 
issued, the balance amount reducing section 3 reduces the issued amount 
20 of the electronic revenue stamp from the possible amount to issue data 7. 
With this operation mentioned above, the electronic revenue stamp 
issuing operation is completed. 

At the conventional electronic revenue stamp issuing 
apparatus 200, in order to prevent making the possible amount to issue 
25 data 7 increase by illegal operation, the possible amount to issue data 7 
can not be increased except that the conventional electronic revenue 
stamp issuing apparatus 200 communicates with a specified 
communication center. On the other hand, the electronic revenue stamp 
is issued by depending on the applied message, therefore, when the 
30 message is revised, the electronic revenue stamp attached to the original 



message becomes invalid. If the amount of the electronic revenue stamp, 
which became invalid, can be inputted again to the possible amount to 
issue data 7, the possible amount to issue data 7 can be increased. This 
is very useful for the electronic revenue stamp issuing apparatus 200. 

5 However, as mentioned above, at the conventional electronic revenue 
stamp issuing apparatus 200, there is no means to increase the possible 
amount to issue data 7 except that the electronic revenue stamp issuing 
apparatus 200 communicates with the specified communication center. 
In an application by a paper base, only the message can be revised 

10 without making the revenue stamp invalid, therefore, this problem is a 
big disadvantage at the electronic revenue stamp issuing. 

SUMMARY OF THE INVENTION 



£3 It is therefore an object of the present invention to provide an 

£n 

2 15 electronic revenue stamp issuing apparatus and a method thereof and a 
U recording medium stored a control program thereof, in which the amount 
"5 of an electronic revenue stamp that became invalid can be used again as a 
hi possible amount to issue without any communication with a specified 
communication center. 
20 According to a first aspect of the present invention for achieving 

the object mentioned above, there is provided an electronic revenue stamp 
issuing apparatus. The electronic revenue stamp issuing apparatus 
provides a judging means forjudging whether the amount of an electronic 
revenue stamp to be issued is equal to or less than a possible amount to 
25 issue in which a prepaid amount is stored or not, an issuing means for 
issuing the electronic revenue stamp as data attached a signature of the 
electronic revenue stamp issuing apparatus to a message to be attached 
to the electronic revenue stamp, the amount of the electronic revenue 
stamp, and an identifier of a receiver of the electronic revenue stamp, in 
30 case that the amount of the electronic revenue stamp is equal to or less 



than the possible amount to issue, and a balance amount reducing means 
for reducing the amount of the electronic revenue stamp from the possible 
amount to issue, when the electronic revenue stamp was issued. 

According to a second aspect of the present invention, in the 
5 first aspect, the electronic revenue stamp issuing apparatus further 
provides a verifying means, when the verifying means receives a 
certificate making electronic revenue stamp invalid attached a signature 
of the receiver, verifies whether the certificate making electronic revenue 
stamp invalid is valid or not by using the identifier of the receiver, an 
10 amount increasing means for increasing the possible amount to issue by 

r * 

Jg the amount of the electronic revenue stamp made to be invalid, and an 
3 : invalid electronic revenue stamp recording means for recording the 

H certificate making electronic revenue stamp invalid that was made to be 

iy 

C3 invalid. 

5 15 According to a third aspect of the present invention, in the first 

aspect, the issuing means issues the electronic revenue stamp as data 
attached the signature of the electronic revenue stamp issuing apparatus 
£3 to an issued number (a serial number) of the electronic revenue stamp 
issuing apparatus to specify the electronic revenue stamp, in addition to 

20 the message to be attached to the electronic revenue stamp, the amount of 
the electronic revenue stamp, and the identifier of the receiver of the 
electronic revenue stamp. 

According to a fourth aspect of the present invention, in the 
second aspect, the verifying means, when the verifying means receives 

25 the certificate making electronic revenue stamp invalid attached the 
signature of the receiver, verifies whether the certificate making 
electronic revenue stamp invalid is valid or not by using the identifier of 
the receiver and an issued number (a serial number) of the electronic 
revenue stamp issuing apparatus, when the electronic revenue stamp 

30 issuing apparatus gives the issued number to the electronic revenue 



stamp. 

According to a fifth aspect of the present invention, in the 
second aspect, the electronic revenue stamp issuing apparatus further 
provides invalid electronic revenue stamp data in which data of electronic 
5 revenue stamps made to be invalid are stored. 

According to a sixth aspect of the present invention, in the first 
aspect, the electronic revenue stamp issuing apparatus further provides 
an issued electronic revenue stamp recording means which records issued 
electronic revenue stamps, and issued electronic revenue stamp and 
10 invalid electronic revenue stamp data in which data of the issued 
J3 electronic revenue stamp data and electronic revenue stamps made to be 
il invalid are stored when the electronic revenue stamps are made to be 
invalid. 

S3 According to a seventh aspect of the present invention, in the 

e 15 second aspect, the verifying means verifies that the certificate making 

h =i 

j,i electronic revenue stamp invalid is issued for an electronic revenue stamp 
issued by the electronic revenue stamp issuing apparatus and also issued 
j;3 by a receiver who is an valid receiver of the electronic revenue stamp, and 
also verifies that the certificate making electronic revenue stamp invalid 

20 was not used before. 

According to an eighth aspect of the present invention, there is 
provided an electronic revenue stamp issuing method. The electronic 
revenue stamp issuing method provides the steps of; judging whether the 
amount of an electronic revenue stamp to be issued is equal to or less 

25 than a possible amount to issue in which a prepaid amount is stored or 
not, issuing the electronic revenue stamp as data attached a signature of 
an electronic revenue stamp issuing apparatus to a message to be 
attached to the electronic revenue stamp, the amount of the electronic 
revenue stamp, and an identifier of a receiver of the electronic revenue 

30 stamp, in case that the amount of the electronic revenue stamp is equal to 



or less than the possible amount to issue, and reducing the amount of the 
electronic revenue stamp from the possible amount to issue, when the 
electronic revenue stamp was issued. 

According to a ninth aspect of the present invention, in the 
5 eighth aspect of the present invention, the electronic revenue stamp 
issuing method further provides the steps of; when a certificate making 
electronic revenue stamp invalid attached a signature of the receiver is 
received, verifying whether the certificate making electronic revenue 
stamp invalid is valid or not by using the identifier of the receiver, 
10 increasing the possible amount to issue by the amount of the electronic 

5 j 

revenue stamp made to be invalid, and recording the certificate making 
L 'l electronic revenue stamp invalid that was made to be invalid. 
H According to a tenth aspect of the present invention, in the 

£3 eighth aspect, the issuing step issues the electronic revenue stamp as 

fn 

= 15 data attached the signature of the electronic revenue stamp issuing 
L apparatus to an issued number (a serial number) of the electronic revenue 
*S stamp issuing apparatus to specify the electronic revenue stamp, in 
addition to the message to be attached to the electronic revenue stamp, 
the amount of the electronic revenue stamp, and the identifier of the 
20 receiver of the electronic revenue stamp. 

According to an eleventh aspect of the present invention, in the 
ninth aspect, the verifying step, when the verifying step receives the 
certificate making electronic revenue stamp invalid attached the 
signature of the receiver, verifies whether the certificate making 
25 electronic revenue stamp invalid is valid or not by using the identifier of 
the receiver and an issued number (a serial number) of the electronic 
revenue stamp issuing apparatus, when the electronic revenue stamp 
issuing apparatus gives the issued number to the electronic revenue 
stamp. 

30 According to a twelfth aspect of the present invention, in the 
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ninth aspect, the electronic revenue stamp issuing method further 
provides the step of; storing invalid electronic revenue stamp data that 
are data of electronic revenue stamps made to be invalid. 

According to a thirteenth aspect of the present invention, in the 
5 eighth aspect, the electronic revenue stamp issuing method further 
provides the steps of; recording issued electronic revenue stamps, and 
storing issued electronic revenue stamp data and invalid electronic 
revenue stamp data made to be invalid when the electronic revenue 
stamps are made to be invalid. 
10 According to fourteenth aspect of the present invention, in the 

% 2 ninth aspect, the verifying step verifies that the certificate making 
5,1 electronic revenue stamp invalid is issued for an electronic revenue stamp 
j 7] issued by the electronic revenue stamp issuing apparatus and also issued 
*3 by a receiver who is an valid receiver of the electronic revenue stamp, and 

r n 

s 15 also verifies that the certificate making electronic revenue stamp invalid 
u was not used before. 

*t According to a fifteenth aspect of the present invention, there is 

:i provided a recording medium stored a control program of an electronic 
revenue stamp issuing method. The recording medium stored the 
20 control program of the electronic revenue stamp issuing method provides 
the steps of; judging whether the amount of an electronic revenue stamp 
to be issued is equal to or less than a possible amount to issue in which a 
prepaid amount is stored or not, issuing the electronic revenue stamp as 
data attached a signature of an electronic revenue stamp issuing 
25 apparatus to a message to be attached to the electronic revenue stamp, 
the amount of the electronic revenue stamp, and an identifier of a receiver 
of the electronic revenue stamp, in case that the amount of the electronic 
revenue stamp is equal to or less than the possible amount to issue, and 
reducing the amount of the electronic revenue stamp from the possible 
30 amount to issue, when the electronic revenue stamp was issued. 



According to a sixteenth aspect of the present invention, in the 
fifteenth aspect, the recording medium stored the control program of the 
electronic revenue stamp issuing method further provides the steps of; 
when a certificate making electronic revenue stamp invalid attached a 

5 signature of the receiver is received, verifying whether the certificate 
making electronic revenue stamp invalid is valid or not by using the 
identifier of the receiver, increasing the possible amount to issue by the 
amount of the electronic revenue stamp made to be invalid, and recording 
the certificate making electronic revenue stamp invalid that was made to 

10 be invalid. 

£3 

%j According to a seventeenth aspect of the present invention, in 

the fifteenth aspect, the issuing step issues the electronic revenue stamp 
" as data attached the signature of the electronic revenue stamp issuing 
apparatus to an issued number (a serial number) of the electronic revenue 
2 15 stamp issuing apparatus to specify the electronic revenue stamp, in 
u addition to the message to be attached to the electronic revenue stamp, 
1% the amount of the electronic revenue stamp, and the identifier of the 
receiver of the electronic revenue stamp. 

According to an eighteenth aspect of the present invention, in 
20 the fifteenth aspect, the verifying step, when the verifying step receives 
the certificate making electronic revenue stamp invalid attached the 
signature of the receiver, verifies whether the certificate making 
electronic revenue stamp invalid is valid or not by using the identifier of 
the receiver and an issued number (a serial number) of the electronic 
25 revenue stamp issuing apparatus, when the electronic revenue stamp 
issuing apparatus gives the issued number to the electronic revenue 
stamp. 

According to a nineteenth aspect of the present invention, in 
the fifteenth aspect, the recording medium stored the control program of 
30 the electronic revenue stamp issuing method further provides the step of; 



storing invalid electronic revenue stamp data that are data of electronic 
revenue stamps made to be invalid. 

According to a twentieth aspect of the present invention, in the 
fourteenth aspect, the recording medium stored the electronic revenue 
5 stamp issuing method further provides the steps of; recording issued 
electronic revenue stamps, and storing issued electronic revenue stamp 
data and invalid electronic revenue stamp data made to be invalid when 
the electronic revenue stamps are made to be invalid. 

According to a twenty-first aspect of the presnt invention in the 
10 fifteenth aspect, the verifying step verifies that the certificate making 

ST 

,3 electronic revenue stamp invalid is issued for an electronic revenue stamp 
^2 issued by the electronic revenue stamp issuing apparatus and also issued 
?j by a receiver who is an valid receiver of the electronic revenue stamp, and 
-? also verifies that the certificate making electronic revenue stamp invalid 
5 15 was not used before. 

u According to a twenty-second aspect of the present invention, 

[t the recording medium stored the control program of the electronic 
revenue stamp issuing method is an IC card. 

According to the present invention, the electronic revenue 
20 stamp issuing apparatus has a function to issue the electronic revenue 
stamp based on the identifier of the receiver of the electronic revenue 
stamp. By attaching the identifier of the receiver to the electronic 
revenue stamp, the receiver can make the received electronic revenue 
stamp invalid, and the electronic revenue stamp issuing apparatus can be 
25 instructed to increase the possible amount to issue by the amount of the 
invalid electronic revenue stamp. And in order to increase the possible 
amount to issue by using the certificate making electronic revenue stamp 
invalid issued by the receiver, the electronic revenue stamp issuing 
apparatus has a verifying function to verify the validity of the certificate 
30 making electronic revenue stamp invalid and the amount increasing 



function to increse the possible amount to issue. With these functions, it 
can be prevented that the possible amount to issue in the electronic 
revenue stamp issuing apparatus is illegally increased by an illegal 
certificate making electronic revenue stamp invalid. 

5 Further, according to the present invention, in order not to 

increase the possible amount to issue twice by inputting again the 
certificate making electronic revenue stamp invalid that is verified to be 
valid, the electronic revenue stamp issuing apparatus has a recording 
function to record electronic revenue stamps that were made to be invalid 

10 and whose amount were increased in the possible amount to issue. 

£3 

% j Therefore, at the electronic revenue stamp issuing apparatus, the amount 

-J 

ii of the invalid electronic revenue stamp can be increased in the possible 
fl amount to issue, without any communication with the specified 

£3 communication center. 

£n 

5 15 

[2 BRIEF DESCRIPTION OF THE DRAWINGS 

r ™i 

1^ The objects and features of the present invention will become 

li more apparent from the consideration of the following detailed 
description taken in conjunction with the accompanying drawings in 
20 which: 

Fig. 1 is a block diagram showing a conventional electronic 
revenue stamp issuing apparatus; 

Fig. 2 is a block diagram showing a first embodiment of an 
electronic revenue stamp issuing apparatus of the present invention; 
25 Fig. 3 is a block diagram showing a second embodiment of the 

electronic revenue stamp issuing apparatus of the present invention; and 

Fig. 4 is a diagram showing a structure of an electronic revenue 
stamp issuing system used the electronic revenue stamp issuing 
apparatus of the present invention. 



30 



15 



20 



25 



DESCRIPTION OF THE PREFERRED EMBODIMENTS 

now t o the drawings , in nrri o r tn m n lri *— nhjerts 



30 



features, and advantages of the present invention clear, embodiments--?)? 
the present invention are explained in detail. Fig. 2 is a blo^Jr diagram 
showing a first embodiment of an electronic revenue^tamp issuing 
apparatus of the present invention. At the first embodiment, a function, 
which is almost equivalent to the function of th^conventional electronic 
revenue stamp issuing apparatus shown^kfFig. 1, has the same reference 
number that the conventional electronic revenue stamp issuing 
apparatus has. As shown ip^Fig. 2, an electronic revenue stamp issuing 
apparatus 100 of the fipstembodiment of the present invention provides a 
judging section l^an issuing section 2, a balance amount reducing section 
3, a verifying^ection 4, an amount increasing section 5, and an invalid 
electronic revenue stamp recording section 6. And the electronic 
revemie stamp issuing apparatus 100 controls possible amount to issue 
fta-Ty- and invalid electronic revenue -st a m p da i&Jj..^ 

In case of issuing an electronic revenue stamp, data being items 
to be inputted to the electronic revenue stamp issuing apparatus 100 are 
the amount of the electronic revenue stamp, a message, an identifier of a 
receiver of the message (name of the receiver), and a time & date. In 
case that the electronic revenue stamp is made to be invalid, a certificate 
making the electronic revenue stamp invalid is inputted to the electronic 
revenue stamp issuing apparatus 100. 

First, the case of issuing the electronic revenue stamp is 
explained. The data being the amount of the electronic revenue stamp, 
the message, the identifier of the receiver of the message (name of the 
receiver), and the time & date are inputted to the judging section 1. The 
judging section 1 judges whether the amount of the electronic revenue 
stamp is equal to or less than the possible amount to issue data 7 or not. 
In case that the amount of the electronic revenue stamp is equal to or less 



than the possible amount to issue data 7, the inputted data mentioned 
above are outputted to the issuing section 2. The issuing section 2 
calculates a signature by using a secret key for signature (not shown) 
recorded in the electronic revenue stamp issuing apparatus 100 for the 

5 inputted data, and outputs data attached the signature as the electronic 
revenue stamp. When the electronic revenue stamp is issued, the 
balance amount reducing section 3 reduces the issued amount of the 
electronic revenue stamp from the possible amount to issue data 7. 
With this operation mentioned above, the electronic revenue stamp 

10 issuing operation is completed. 

C3 

\3 The receiver, received the electronic revenue stamp outputted 

il from the electronic revenue stamp issuing apparatus 100, verifies 
H whether the message has a valid signature calculated by the electronic 

- 3 revenue stamp issuing apparatus 100 or not, and in case that the valid 

cri 

s 15 signature exists, the receiver acknowledges that the message is a 
U message validly attached the electronic revenue stamp. 

Next, operation, in case that the receiver needs to return the 

■s rsr 

AS. 

*~ electronic revenue stamp due to that the message attached the electronic 

ts it? 

revenue stamp has some fault, is explained. At this time, the receiver 
20 issues a certificate making electronic revenue stamp invalid. The 
certificate making electronic revenue stamp invalid is an instruction 
message that has the signature of the receiver to make the electronic 
revenue stamp invalid. Then, operation to make the electronic revenue 
stamp invalid is explained by using this certificate making electronic 
25 revenue stamp invalid. This certificate making electronic revenue 
stamp invalid is inputted to the verifying section 4. The verifying 
section 4 verifies that the electronic revenue stamp is issued by the 
electronic revenue stamp issuing apparatus 100 by using the signature 
attached to the electronic revenue stamp. 
30 And the verifying section 4 reads out the identifier of the 



receiver written in the electronic revenue stamp, and verifies that the 
identifier of the receiver has been validly given to the certificate making 
electronic revenue stamp invalid. Further, the verifying section 4 
verifies that this electronic revenue stamp has not been made to be 
5 invalid before. After these verification mentioned above, the amount 
increasing section 5 increases the amount by the amount of this electronic 
revenue stamp. After this, the invalid electronic revenue stamp 
recording section 6 records that this electronic revenue stamp was made 
to be invalid. With the operation mentioned above, the operation to 

^ 10 make the electronic revenue stamp invalid is completed. 

%3 At the first embodiment mentioned above, the data being the 

h. s 

U amount of the electronic revenue stamp, the message, the identifier of the 
I s j receiver of the message (name of the receiver), and the time & date with 
li the signature of the electronic revenue stamp issuing apparatus 100 are 
* 15 given to the issued electronic revenue stamp. However, in addition to 
U the data mentioned above, for example, data such as an identifier and an 
issued serial number of the electronic revenue stamp issuing apparatus 

•s tsr 

It 100, and the possible amount to issue data 7 at the time of issuing can be 
added to the issued electronic revenue stamp with the signature of the 

20 electronic revenue stamp issuing apparatus 100. In this, the composing 
method of the data with the signature is well known, and there is a 
method to attach a signature to the inputted data by applying a signature 
conversion to all the inputted data. This method is applied to the first 
embodiment of the present invention. In addition to the method 

25 mentioned above, there are methods such as the signature conversion is 
applied only to a hashed value of the inputted data, and a part of the 
inputted data is converted to the hashed value and the signature 
conversion is applied to the all inputted data including the hashed value . 

And by depending on a used signature algorithm, it is not 

30 always necessary to attach the inputted data, there is a method that the 
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inputted data can be restored by only using data applied the signature 
conversion. And it is well known that it is necessary that information of 
a public key certificate, which is needed to verify the signature of the 
electronic revenue stamp issuing apparatus at the receiver, has been 
5 notified to the receiver. The signature algorithm is well known and not 
directly related to the present invention, therefore, the explanation of the 
signature algorithm is omitted. 

Next a second e m bodirn^t^of L ~the-^ectmniG- rov e n m 
issuing apparatus of the present invention is explained in detail. ^Flg. 3 
10 is a block diagram showing the second embodiment of tlxe^electronic 
revenue stamp issuing apparatus of the present iijv^ntion. At the 
second embodiment, a function, which is almost ejsfmvalent to the function 
of the first embodiment shown in Fig. 2, h&gihe same reference number 
that the first embodiment has. As sjnfwn in Fig. 3, an electronic revenue 
^5 stamp issuing apparatus 150 piKhe second embodiment of the present 
invention provides a judgirfg section 1, an issuing section 2, a balance 
amount reducing sec|idn 3, a verifying section 4, an amount increasing 
section 5, an invalid electronic revenue stamp recording section 6, and an 
issued electromc revenue stamp recording section 9. And the electronic 
20 revenue stamp issuing apparatus 150 controls possible amount to issue 
data yf\ and issued electronic revenue stamp and invalid electronic 
icg£e *iuc stamp da ta" 10. 

In case of issuing an electronic revenue stamp, data being items 
to be inputted to the electronic revenue stamp issuing apparatus 150 are 
25 the amount of the electronic revenue stamp, a message, an identifier of a 
receiver of the electronic revenue stamp (name of the receiver), and a time 
& date. In case that the electronic revenue stamp is made to be invalid, 
a certificate making electronic revenue stamp invalid is inputted to the 
electronic revenue stamp issuing apparatus 150. 
30 First, the case of issuing the electronic revenue stamp is 



explained. The data being the amount of the electronic revenue stamp, 
the message, the identifier of the receiver of the electronic revenue stamp 
(name of the receiver), and the time & date are inputted to the judging 
section 1. The judging section 1 judges whether the amount of the 
5 electronic revenue stamp is equal to or less than the amount in the 
possible amount to issue data 7 or not. In case that the amount of the 
electronic revenue stamp is equal to or less than the amount in the 
possible amount to issue data 7, the inputted data mentioned above are 
outputted to the issuing section 2. The issuing section 2 obtains a 
10 number being a serial number for the electronic revenue ^^ajnj^^and 
ll calculates a signature by using a secret key for signature (not shown) 
il recorded in the electronic revenue stamp issuing apparatus 150 for the 
^ inputted data and the serial number, and outputs data attached the 

signature as the electronic revenue stamp. 
5 15 When the electronic revenue stamp is issued, the balance 

amount reducing section 3 reduces the issued amount of the electronic 
" revenue stamp from the possible amount to issue data 7. And the issued 
electronic revenue stamp recording section 9 records the serial number, 
the amount, the message, the name of the receiver, and the time & date of 
20 the issued electronic revenue stamp. With this operation mentioned 
above, the electronic revenue stamp issuing operation is completed. The 
receiver, who received the electronic revenue stamp outputted from the 
electronic revenue stamp issuing apparatus 150, verifies whether the 
message has a valid signature calculated by the electronic revenue stamp 
25 issuing apparatus 150 or not, and in case that the valid signature exists, 
the receiver acknowledges that the message is a message validly attached 
the electronic revenue stamp. 

Next, operation, in case that the receiver needs to return the 
electronic revenue stamp due to that the message attached the electronic 
30 revenue stamp has some fault, is explained. At this time, the receiver 



issues a certificate making electronic revenue stamp invalid. The 
certificate making electronic revenue stamp invalid is an instruction 
message that has the signature of the receiver to make the electronic 
revenue stamp invalid. At the second embodiment, since that the issued 

5 electronic revenue stamp and the invalid electronic revenue stamp data 
10 are recorded in the electronic revenue stamp issuing apparatus 150, 
for example, by specifying the electronic revenue stamp used the serial 
number, the certificate making electronic revenue stamp invalid can be 
made to be the certificate making electronic revenue stamp invalid with 

10 the signature of the receiver. 

a 

• % j Then, operation to make the electronic revenue stamp invalid 

il by using this certificate making electronic revenue stamp invalid is 
H explained. This certificate making electronic revenue stamp invalid is 
inputted to the verifying section 4. The verifying section 4 verifies that 
a 15 the electronic revenue stamp is issued by the electronic revenue stamp 
U issuing apparatus 150 by using the serial number of the electronic 
revenue stamp attached to the certificate making electronic revenue 
H stamp invalid and the issued electronic revenue stamp and invalid 
electronic revenue stamp data 10 recorded in the electronic revenue 
20 stamp issuing apparatus 150. And the verifying section 4 reads out the 
identifier of the receiver of the electronic revenue stamp recorded in the 
issued electronic revenue stamp and invalid electronic revenue stamp 
data 10, and verifies that the signature of the receiver of the electronic 
revenue stamp has been validly given to the certificate making electronic 
25 revenue stamp invalid. 

Further, the verifying section 4 verifies that this electronic 
revenue stamp has not been made to be invalid before. After these 
verification mentioned above, the amount increasing section 5 increases 
the amount by the amount of this electronic revenue stamp. After this, 
30 the invalid electronic revenue stamp recording section 6 records that this 
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electronic revenue stamp was made to be invalid. With the operation 
mentioned above, the operation making the electronic revenue stamp 
invalid is completed. 

At the second embodiment compared with the first embodiment. 

5 the inputted all data are not needed to write in the certificate making 
electronic revenue stamp invalid, and it is enough to write only the serial 
number specifying the electronic revenue stamp and the signature of the 
receiver. Therefore, the amount of data of the certificate making 
electronic revenue stamp invalid can be reduced. Further, it is not 

10 necessary to verify the own signature of the electronic revenue stamp 
issuing apparatus 150 to know that the electronic revenue stamp is 



M issued by his/her own, and it is enough to refer the serial numbers that is 

managed by him/her. Therefore, the operation can be simplified. On 



f 15 him/her 



the other hand, the issued electronic revenue stamps must be managed by 



The electronic revenue stamp issuing apparatus of the present 
invention can be operated by using, for example, an IC card. Fig. 4 is a 
diagram showing a structure of an electronic revenue stamp issuing 
system used the electronic revenue stamp issuing apparatus of the 

20 present invention. Referring to Fig. 4, the electronic revenue stamp 
issuing system used the IC card on a network used the electronic revenue 
stamp issuing apparatus of the present invention is explained. 

As shown in Fig. 4, for example, it is explained a case that an 
applicant wants to send an application message with an electronic 

25 revenue stamp to a host computer at receiver 303 through a network 302, 
by operating an applicant terminal 300 and using an IC card in which a 
prepaid amount of money is managed. In this case, the applicant makes 
the application message on the applicant terminal 300 and inputs a 
required amount for the electronic revenue stamp, the application 

30 message, and the name of the receiver to the IC card 301, and instructs to 
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issue the electronic revenue stamp. 

Since the functions of the electronic revenue stamp issuing 
apparatus of the present invention are installed in the IC card 301, as 
mentioned above, in case that the required amount for issuing the 
5 electronic revenue stamp is in the IC card 301, the IC card 301 issues the 
electronic revenue stamp and notifies the applicant terminal 300. The 
applicant terminal 300 sends this electronic revenue stamp and the 
application message to the host computer at receiver 303 through the 
network 302. The host computer at receiver 303 verifies whether the 
10 electronic revenue stamp is valid or not. In case that the application 
message does not have any fault, the host computer 303 notifies that the 

M application message was accepted to the applicant terminal 300. In case 

H 

Q that the application message has some fault, the host computer at 

H receiver 303 notifies that application message was not accepted to the 

s 15 applicant terminal 300, and issues a certificate making electronic revenue 
stamp invalid for the electronic revenue stamp attached to the application 
message. The appliacnt terminal 300 notified that the application 
message has some fault inputs the certificate making electronic revenue 
stamp invalid sent from the host computer at receiver 303 to the IC card 
20 301. And the applicant terminal 300 instructs the IC card 301 to 
increase the amount of money by the amount of the electronic revenue 
stamp used this fault operation by inputting this certificate making 
electronic revenue stamp to the IC card 301. 

As mentioned above, when the functions of the electronic 
25 revenue stamp issuing apparatus of the present invention are installed in 
the IC card 301 and the host computer at receiver 303, in case that the IC 
card 301 is instructed to increase the amount of money by using the valid 
certificate making electronic revenue stamp invalid, the amount of money 
which is made to be invalid can be increased in the IC card 301. 
30 According to the present invention, as mentioned above, the 
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amount of an electronic revenue stamp that became invalid can be used 
again as the amount of a possible amount to issue data without any 
communication with a specified communication center. 

While the present invention has been described with reference 
to the particular illustrative embodiments, it is not to be restricted by 
those embodiments but only by the appended claims. It is to be 
appreciated that those skilled in the art can change or modify the 
embodiments without departing from the scope and spirit of the present 
invention. 



